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Dealing with Terrorist Threats- Introduction 
 
Events over the last 10 years have demonstrated that the borough remains 
a potential target for terrorist activity. Indiscriminate attacks, in some 
cases without prior warning, on the council as a corporate body, its 
property, workforce; customers and clients cannot be discounted.  
  
This document outlines key actions that must be taken by Managers with 
responsibilities for premises and staff to minimise the risk of injury, loss, or 
damage to property that could arise act of terrorism.   
 
Further information is available from the Metropolitan Police Local Crime 
Reduction Officer and the Home Office handbook ‘Bombs-Protecting People 
and Property’. Some Directorates will also have Specialist Security Advisers, 
who can provide further advice. 
 

2. Staff  

 
should: 
 
Remain vigilant at all times,  
 
 Challenge any stranger or any other person who are present in areas 

within the building that they should not be, 
 
 Report anything suspicious, including suspect persons, packages and 

vehicles etc.  
 
 Ensure that they are familiar with the emergency procedures for dealing 

with bomb threats / terrorist incidents at the workplace. 
 
 Ensure that they are familiar with the procedures for dealing with 

telephone bomb threats and postal bombs and follow these procedures.  
(See Appendices 1 and 2 attached).  

 
 Adhere to security arrangements and procedures and good 

housekeeping practices, to reduce the opportunity for terrorists to gain 
access. 

 
 Assist managers by complying with any risk assessment or procedures 

put in place for dealing with terrorist threats. 
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3. Managers with responsibility for Premises 

 
Must: 
 
 Assess the threat of terrorism to their premises. (See section on 

assessing the risk) 
 

 Establish procedures to reduce the risk of terrorist attack, ensure that 
staff and any other relevant persons in the premises know how to 
comply with and respond to procedures that have been put into place for 
dealing with terrorist threats or bomb alerts. 

 

 Ensure that all staff are fully aware off and adhere to, procedures for 
dealing with telephone bomb threats and postal bombs. (See Appendices 
1 and 2 attached). 

 

 Control access into the building, including car parks and outside areas 
near the building. Ensure that any area where the public has access to is 
inspected on a regular basis and at the end of the working day. 

 

 Ensure that staff are issued with (and wear within the premises) current 
ID cards, with photograph. 

 

 Ensure that all authorised visitors sign a visitors log, are issued and wear 
a visitors pass and are accompanied whilst they are in the building at all 
times. 

 

 Ensure that arrangements are in place at the reception area for 
packages and parcels to be received and signed for. 

 

 Ensure that any existing security measures are maintained and working 
effectively, e.g. CCTV systems, controlled access systems, security 
lighting etc.  

 

4. Assessing the risk of a terrorist attack 
 

Assessing the risk of a terrorist attack on your premises forms part of the 
general requirement of the Management of Health and Safety at Work 

Regulations 1999. Regulations 3 and 8, require employers to undertake risk 
assessments and implement safety procedures for ‘serious and imminent 
danger’.  
 

This assessment will help you decide on the types of precautionary 
measures that you must introduce to protect your premises and its 
occupants and to draw up emergency / contingency plans specifically 
tailored to the individual circumstances.  
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When undertaking risk assessments, Managers should obtain specialist 
advice from the Metropolitan Police Local Crime Reduction Officer and any 
security specialist Advisor employed by their Directorate (see section on 
Control Measures). 
 

Take into account your existing general security arrangements and check 
whether they are adequate for all foreseeable events. Where necessary, 
ensure that your security arrangements are upgraded to counter the threat 
of terrorism. The assessment should identify the range and number of 
potential hazards. Accordingly, this will assist in identifying the control 
measures that should be put into place. The assessment should help 
identify whether the premise is vulnerable to terrorist attack, what types of 
attack are possible and how easily they could be carried out. 
 

5. Procedures for dealing with terrorist threats 
 

Procedures for dealing with terrorist threats should be tailored to each 
individual building or workplace.  They must be brought to the attention of 
all staff and building users and the security arrangements tested on a 
regular basis. An appropriate member of staff must be designated to act as 
the premise ‘security co-ordinator’, their role will be to oversee and monitor 
the security arrangements and procedures that are put in place, their 
continued effectiveness and whether they are being adhered to. An 
appropriate number of deputies should be nominated to perform these 
duties in their absence. Any member of staff designated to implement the 
procedures must receive training, if required. Procedures should include: 
 

 Arrangements for dealing with telephone bomb threats and postal bombs 
(see Appendices 1 & 2).  

 

 Arrangements for raising the alarm and evacuating, if required to do so, 
the building in the event of a bomb threat (see Appendix 3 on 
‘Evacuation’).  

 

 Identification of bomb evacuation assembly areas, including any bomb 
shelter areas located within the building itself. Any specially designated 
escape routes and assembly points should be notified within the 

evacuation procedure, or indicated by the placement of signs. 
 

 Arrangements for undertaking searches of the premises. Including the 
appointment / nomination of staff who will undertake the search (see 
Appendix 4 ‘Searching’). 

 

 What action should be taken if a suspicious object is found, or suspicious 
vehicle identified? 

 

 Arrangements for re-occupying the building after an incident.  
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6. Control Measures: 
 
Physical Security Measures 
 
The risk assessment will identify the control measures required for 
individual buildings. Control measures may include: 
 
Fitting plastic safety film and bomb curtains to appropriate windows and 
glazed screens, as appropriate.  
 

 Provision of closed circuit television (CCTV) in areas that need to be 
monitored. 

 

 External Lighting - do not allow the intruder the cover of darkness! 
 

 Controlling access into and within the premises, including car parks and 
any other external areas within the perimeter of the premises. 

 

 Where possible, establish a staffed reception area that cannot be by-
passed via an alternative route. 

 

 Installation of secure perimeter fencing, with anti climb measures. The 
type of fence provided must not screen an intruder from external 
surveillance. 

 

 Installation of an intruder alarm and CCTV equipment - preferably linked 
to a monitoring station. 

 

 External doors must be of solid-core construction and securely fitted. 
Doors should be secured with deadlocks or multi-point locking systems 
conforming to recognised British / European Union Standards. 

 

 Consider installing door entry systems - especially if there is no suitable, 
staffed reception area. Perimeter gates must be fitted with a suitable 
form of door release (for use in the event of an emergency) or secure 
locking system. 

 

 All ground floor and other easily accessible windows must be fitted with 
good quality, key operated locks, or secured during out of work / office 

hour periods with security roller shutters or grilles. 
 

 Roofs - take measures to prevent intruders from climbing onto roofs, 
secure roof access doors or hatches with BS / EU standard padlocks or 
deadlocks. 

 

 All unoccupied rooms and store cupboards should be kept locked. Such 
rooms / areas should be regularly inspected to ensure that locks and 
doors etc. have not been tampered with. 
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 The introduction of bag search procedures at reception points, if 
considered necessary. 

 
Note: Any physical security measures introduced at your premises must 
not seriously hamper persons seeking to escape in the event of a fire or 
other emergency. 

 
Managerial Control Measures: Control of visitors 
 

All visitors must be logged in and out of premises and be issued with a 
‘visitors badge’. Visitor’s badges must be conspicuously worn, regardless 
whether they are accompanied by a member of staff whilst they are in the 
building.  
 
Where the return of visitors' badges cannot be guaranteed, arrangements 
must be in place to either use a different badge each day (e.g. five sets of 
different coloured badges are used, so that a different coloured badge is 
used each day). Alternatively, badges can be purchased that fade after a 
few days use.  
 
Whatever system is introduced it must ensure that badge cannot be taken 
from the premises and used at a further point in time to gain access. 
 
Whilst on Council premises, staff must wear their personal identity cards in 
a conspicuous manner. 
 

At all premises, there must be a formal procedure for challenging strangers 
who are discovered in the building who are without a visitor’s badge. 
 
Any access point, that is either not monitored by security staff, or does not 
have a manned reception area, the entry / exit door should be secured with 
a lock or device that can only be opened by digital key pad, swipe-card or 
proximity reader. Staff must be aware that unauthorised persons may try 
to enter the building by walking in behind them, a manoeuvre known as 
'tail-gating'! 
 
Management Control Measures-Baggage searches 
 

Where the risk assessment has indicated that the threat is ‘high’ or ‘very 
high’, premises managers may decide to introduce bag searches. Prior to 
introducing such a security measure and as part of the risk assessment 
process, advice must be sought from the Metropolitan Police Local Crime 
Reduction Officer and the Council’s Legal Section. Staff selected to 
undertake bag searches should be trained in the procedures to be adhered 
to and the manner that the searches should be conducted. 
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Conspicuous notices, should be displayed warning visitors that they are 
liable to be searched and that entry may be refused if they fail to co-
operate with the security procedures in place. 
 
Management Control Measures-CCTV Surveillance  
 
The presence of CCTV cameras may act as a deterrent to terrorists and 
other criminals and will assist the Police in identifying and arresting those 
responsible in the event of any crime. 
 
CCTV cameras should preferably be monitored and a video recorder must 
be installed to record camera footage. Alternatively, movement detectors 
can be used in conjunction with the CCTV camera / video recorder system. 
Further competent advice will be required on these types of systems. 
 
The assessment for introducing a CCTV system should consider: 
 
A clear idea of what the system is intended to achieve; 
 

 A specification that satisfies the particular security needs of the site; 
 

 The required financial / human resources needed to be able to use the 
system properly, maintain it and respond to incidents; 

 

 Monitoring and prompt upgrades to meet changes in circumstances; 
 

 Training for staff in the use of the CCTV system and ‘response’ 
procedures; 

 

 All areas under surveillance must be adequately lit and with 
unobstructed lines of vision, with no obvious ‘blind spots’. Lighting may 
either be switched on continuously during the hours of darkness, or be 
able activated by movement / motion detectors; 

 

 CCTV control room to be regarded as a secure, restricted installation; 
 

 The inter-linking of CCTV surveillance systems installed in neighbouring 
premises may also be considered; 

 

 Wide publicity of its presence and any successes, stickers and posters 
around the premises and articles in the local press; 

 

 Conspicuous cameras, but perhaps concealed cameras should also be 
considered? 
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 Regular checks / maintenance of the system, regular and routine 
replacement of video cassette tapes, as the picture quality of tapes may 
degrade quickly, and prompt attention and repair of any defects noted; 

 

 Retain all video recordings in a secure storage for at least 31 day’s; 
 

 Introduction of safeguards to ensure that cassettes recording incidents 
or suspicious events are not erased; 

 

 Erase and test used cassettes before each subsequent reuse; 
 

 Ensure that a register of the date, times and camera locations of the 
video recordings is maintained; 

 

7. Welfare & counselling 
 
Being involved in a terrorist incident, leading to people being killed or 
injured, is likely to have a significant psychological impact on individuals. 
This may result to staff sustaining post traumatic stress disorder. Managers 
must recognise the probability and be prepared to support staff and release 
them for appropriate counselling. 
 
Even in the event of a hoax incident, it is recognised that some members of 
staff may suffer from shock or trauma, either during and immediately 
following the event. In the event of a hoax incident, it is also strongly 
recommended that managers ensure that the staff involved are requested 
to attend a post incident de-briefing session. During the course of the 
session, staff should be encouraged to talk about the incident and its 
emotional impact on them. 
 
The Council’s Occupational Health Section should be alerted to any 
concerns that managers may have regarding staff welfare and staff should 
be encouraged to contact the Council’s Occupational Health Unit should 
they consider that they require assistance in dealing with any psychological 
issues following the incident. 
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Appendix A 
 
Guidance for Premises Security Co-ordinators -
procedure for suspect postal packages 
 
The intention of this guidance is to assist Premises Security Co-ordinators 
or other persons who supervise post rooms, or the receipt of post, in 
drafting procedures for dealing with suspect packages or any known or 
perceived threats. Procedures should be tailored to suit the requirements of 
each individual premise.  
 
All staff who open post must receive training in how to recognise and deal 
with a suspect package.  As a constant aid-memoir, an information poster 
that lists the telltale signs of a postal device must be prominently displayed 
in all appropriate locations. Posters are available from the Local Police 
Crime Reduction Officer. 
 
A postal device may not be obvious but the telltale signs of one are: 
 
 Grease marks on the envelope or wrapper. 
 Unusual smells similar to marzipan or machine oil. 
 Visible wiring or metal foil, especially if the envelope or package is 

damaged, the envelope or package may feel very heavy for its size. 
 Uneven weight distribution. 
 Rigid contents in a flexible envelope or outer wrapping. 
 It may have been hand-delivered from an unknown source. 
 It may have been posted from an unusual place, or unexpected source. 
 The package may have excessive wrapping. 
 There may poor handwriting, spelling or typing. 
 It may be incorrectly addressed. 
 There may be too many stamps for the weight of the package. 
 
Where possible, all post should be opened in a designated post room, only 
by trained staff. Open-plan areas should be avoided. Normally a postal 
device detonates upon being opened, or handled roughly, but theoretically 

they could be set off by a radio-signal, or be fitted with a timing device.  
Most postal devices will have a limited range and it is unlikely that anyone 
who is not in the room will be harmed if it detonates. 
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Postal devices are intended to inflict personal injury and those within the 
normal size range are not likely to cause serious blast damage to the 
structure. Though there is a risk of window glass being shattered, leading 
to glass splinters being scattered widely. Also, the detonation of a postal 
device could potentially cause an outbreak of fire. However, a large parcel 
device could cause fatal or severe injury, severe structural damage to the 
building and in extreme circumstances, a risk of structural collapse. 
 
Under no circumstances must a suspect postal device be opened, 
shaken, placed in a bucket of water or carried through the 
premises. 
 
Any person finding a suspect package must: 
 
 Put the device down gently, into a 'safebin' if one is available. 
 Place an 'indicator sign' close to, but not touching the item. 
 Evacuate the immediate area and place a 'No Entry' sign at all access 

points, or secure the doors to the room or area. 
 Inform the Premises Security Co-ordinator, or Deputy, by the fastest 

possible means, stating the location, appearance and approximate size, 
weight and other relevant details of the suspect package and indicating 
why your suspicions have been aroused. 

 
Upon receiving a report of a postal device, the Premises Security Co-
ordinator or Deputy will: 
 
 Obtain all relevant information from the person who discovered the 

suspect postal device. 
 

 Mark the position of the suspect postal device on a floor plan and 
consider this location in relation to the premises evacuation routes and 
assembly points etc. 

  
 Select an appropriate incident control point (ICP). 
 

 Instruct the person who has discovered the suspect device to meet you 
at the ICP. 

 

 Carefully consider all the information on the suspect package and assess 
the associated risks. 

 

 From this assessment decide which areas of the premises will be 
evacuated and where the evacuated staff will assemble. 

 

 Arrange for a search team to check the chosen assembly point for 
devices. 
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 Inform staff of the situation in a calm manner, stating the areas to be 

evacuated, where evacuated persons should assemble and the route 
they must take. 

 

 Take steps to prevent anyone from inadvertently entering the evacuated 
area. 

 

 Phone the Police using the 999-telephone system and provide them with 
all available information. 

 

 Report the incident to the Corporate Safety & Civil Protection Unit as 
soon as possible - Telephone 020 7364 4171/4181/4291. 

 

 Instruct a designated member of staff to meet the Police at the access 
point to the site and convey (or direct) them to the ICP by a safe route. 

 

 On arrival the Police will take over the management of the incident and 
arrange for the suspect postal device to be checked and dealt with as 
necessary. 

 

 Order the reoccupation of the evacuated area once the Police say that it 
is safe to do so. 

 

 Conduct a debriefing session for all appropriate staff, make any 
necessary changes to the procedure and draw these to the attention of 
all persons who need to be informed. 

 

 Complete an LBTH accident / incident report form and send copies to 
your line manager, the Corporate Safety & Civil Protection Unit, and 
other relevant officers. 

 
 
 
 



CS&CPU/ Terrorist threats / bomb threat procedures / revised June 2005. 12 

 

Appendix B 
 

Guidance for Premises Security Co-ordinators -
procedure for threats received by telephone 
 
The intention of this guidance is to assist Premises Security Co-ordinators in 
devising procedures for responding to threats received by telephone at 
their premises. Any procedure must be tailored to suit the circumstances of 
each individual site. 
 
Anyone receiving a threat via a telephone call must make use of the 
attached 'Checklist for Bomb Threats by Telephone’ (this list has been 
re-produced from the Home Office guide).  
 
Copies of the checklist must be kept immediately available near all 
telephone that could receive such a call (e.g. such as telephone 
switchboards, call-centres, Housing Offices, School admin offices etc.). 
Any staff who are considered likely to have to deal with a telephone threat 
should receive training in the procedures to follow, including completing the 
checklist, how to conduct the telephone conversation and the actions they 
should then take. 
For training please contact Ted Robinson, Corporate Safety Training Officer 
on 020 7364 4193, or via ‘e’ mail: ted.robinson@towerhamlets.gov.uk   
  
The purpose of asking the questions on the checklist is to obtain evidence 
on which the Premises Security Co-ordinator and the Police will base 
important decisions, and to assist the Police to trace and apprehend hoax 
callers. 
 
It is very uncommon for any genuine telephone threat/bomb warning to be 
made direct to the alleged target premises; normally this is done via a 
press agency, newspaper or the Samaritans. However, sometimes bomb 
threat calls (usually hoax) are made directly to the alleged target. 
 
Some terrorist groups may use an agreed code word in any threat call and 

if the Police advise that a ‘recognised’ code word has been used by the 
caller, the threat must be immediately treated as genuine. 
 
All threats must be taken seriously, unless they are very obviously bogus.  
Historically adult males, not females or male children have made threats by 
telephone.  A terrorist will usually read from a script and decline to answer 
any questions, or engage in a prolonged conversation.  
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Any information provided by a terrorist has to be carefully evaluated by the 
appropriate services (Police, Security Services etc.) as on occasion they 
have purposefully sought to mislead in order to maximise the severity of 
the outcome of their attack. 
 
For example, they may state a false or ambiguous location for the device, 
so that the occupiers of a building are evacuated towards the device instead 
of away from it. Sometimes they will notify the wrong time at which the 
device will detonate.  
 
It is important that all staff are aware of who is the duty Premises Security 
Co-ordinator, or deputy, and can make contact with them without delay. To 
achieve this a suitable notice could be displayed in all relevant rooms / 
areas, stating the names, locations, contact extension numbers and 
emergency contact details (mobile phones/message pagers etc.) of the 
Premises Security Co-ordinator and Deputies, with an indication of when 
they are normally on duty. 
 
If such an arrangement is impracticable, then a reliable alternative must be 
established such as contacting the duty Security Co-ordinator via the 
switchboard service. 
 
Upon receiving a report of a telephone threat, the Premises Security Co-
ordinator or Deputy will (not necessarily in this exact order): 
 
 Obtain and carefully consider all relevant information from the person 

who received the threat. Then: 
 
 If the Police are not already aware, phone them using the 999-telephone 

system and provide them with all available information. 
 
 Contact the Corporate Safety & Civil Protection Unit as soon as possible. 

Telephone: 020 7364-4171/4181/4291. 
 
 Select an appropriate incident control point (ICP). 
 
 Instruct the person who took the threat call to meet you at the ICP. 

 
 Using available information, decide which evacuation route(s) and 

assembly point(s)/bomb shelter area(s) will be used. 
 
 If appropriate and safe to do so, initiate search procedures. 
 
 Inform staff/have staff informed of the situation in a calm manner, 

stating the evacuation route(s) and the assembly point(s)/bomb shelter 
area(s) to use. 
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 Be ready to respond quickly to reports of any suspected device(s) being 

discovered. 
 
 Where possible, take steps to prevent anyone from inadvertently 

entering any hazardous areas, pending establishment of the Police 
cordons. 

 
 Instruct appropriate members of staff to meet the Police on arrival and 

convey them to the ICP by a safe designated route. 
 
 On their arrival, the Police will take over the management of the incident 

and establish cordons, emergency services marshalling areas and other 
services as necessary.   

 
 Only reoccupy the premise, when instructed by the Police that it is safe 

to do so. 
 
 Conduct a debriefing session for all appropriate staff, make any 

necessary changes to the procedure and draw these to the attention of 
all persons who need to know. 

 
 Complete an accident / incident form, send copies to your line manager, 

the Safety & Civil Protection Unit and other relevant officers. 
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Actions to be Taken on Receipt of a Telephone Threat - 

checklist 
 

 SWITCH ON TAPE RECORDER (IF CONNECTED) 
 

 TELL THE CALLER WHICH TOWN/DISTRICT YOU ARE ANSWERING FROM 
 

 RECORD THE EXACT WORDING OF THE THREAT: 

……………………………………………………………………………………………………………. 
……………………………………………………………………………………………………………. 
……………………………………………………………………………………………………………. 
……………………………………………………………………………………………………………. 
 ASK THESE QUESTIONS: 

 

1    Where is the bomb right now? …………………………………………………………. 
 

2     At what time is it going to explode? …………………………………………………. 
 

3   What does it look like? ……………………………………………………………………… 

 

4  What kind of bomb is it? …………………………………………………………………… 

 

5  What will cause it to explode? ………………………………………………………….. 
 

6  Did you place the bomb? ………………………………………………………………… 

 

7  Why? ………………………………………………………………………………………………… 

 

8  What is your name? ………………………………………………………………………… 

 

9  What is your address? ……………………………………………………………………… 

 

10 What is your telephone number? ……………………………………………………… 

 

 RECORD TIME CALL COMPLETED: ………………………………………………. 
 

 WHERE AUTOMATIC NUMBER REVEAL EQUIPMENT IS AVAILABLE, RECORD 

NUMBER SHOWN: …………………………………………………………… 

 

 INFORM THE CO-ORDINATOR (name and telephone number of person informed): 

…………………………………………………………………………………………. 
 

 CONTACT THE POLICE BY USING THE EMERGENCY (999) TELEPHONE 

NUMBER: 
 

Time informed: ………………………………………………………………………. 
 

Police CAD number: ………………………………………………………………… 
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THIS PART SHOULD BE COMPLETED ONCE THE CALLER HAS HUNG UP AND 

POLICE / CO-ORDINATOR HAVE BEEN INFORMED 

 

Time and date of call: ……………………………………………………………………………. 
 

Length of call: ……………………………………………………………………………………….. 
 

Number at which call is received (that is, your extension number): ……………………….. 
 

ABOUT THE CALLER 
 

Gender: Male   Female   Nationality: ……………………..…  Age: ……… 
 

THREAT LANGUAGE 
 

Well spoken     Irrational     Taped     Foul     Incoherent    
 

Message read by threatmaker    
 

CALLERS VOICE 
 

Calm       Crying     Clearing throat     Angry      
 

Nasal      Slurred    Excited       Stutter     
 

Disguised       Slow         Lisp        Accent    * 
 

Rapid      Deep      Familiar       Laughter      Hoarse     
 

If the voice sounded familiar, whose did it sound like? ………………………….. 
……………………………………………………………………………………………………………………. 
*What accent: ………………………………………………………………………………………….. 
 

BACKGROUND SOUNDS 
 

Street noises    House noises    Animal noises    Crockery    
 

Motor     Clear    Voice    Static    PA system     Booth    
 

Music    Factory machinery    Office machinery    
 

Other (specify): ……………………………………………………………………………………….. 
 

REMARKS 

…………………………………………………………………………………………………………………… 

………………………………………………………………………………………………………………….. 
………………………………………………………………………………………………………………….. 
………………………………………………………………………………………………………………….. 
Signature: ………………………………………………………    Date: …………………………. 
 

Print name: ………………………………………………………… 
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Appendix C 
 
Evacuation 
 
If a suspicious vehicle (or object) is found in the vicinity of your premises, 
or if a telephone warning of a device is received, it will be necessary to 
decide whether or not to move people from an area where they might be at 
risk, to a place of safety. 
 
Evacuation may be achieved by: 
 
Internal evacuation to a designated safe area, such as a windowless room 
or staircase. 
 Partial evacuation, clearing the immediate where a suspect package has 

been found or a threat has been received stating that an explosive 
device has been left in the ‘reception’ for example.  

 Full evacuation from the premises should only been considered on the 
advice of the Police. 

 
In all cases, the Security Co-ordinator or Deputy must inform the 
Police immediately and advise them of what action is being taken. 
 
The decision to evacuate and how to achieve this or not, must normally be 
taken by the Security Co-ordinator or Deputy under Police advisement. 
However, evacuation of the premises can be ordered by the Police and any 
decision by the Security Co-ordinator to evacuate (or not) can be over-
ruled by the Police. 
 
Evacuation Plans 
 
The Security Co-ordinator and Deputies must have immediate access to up-
to-date drawings of the possible evacuation routes. Where necessary and 
practicable, the evacuation routes must be provided with directional signs.  
In addition some way must be found for informing staff quickly of the 
appropriate action they should take. A public address system is the best 

way to achieve this. A fire alarm system should only be used as an interim 
measure, pending the installation of a system, which can be utilised to 
communicate information more effectively. 
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The fire alarm should only be used as a means of effecting a complete 
evacuation of the premises and only when the evacuation is advised by the 
Police. Under some circumstances, it would be unsafe for occupiers to use 
the fire alarm system as a means of evacuation as occupants could be 
placed at risk using the normal fire escape routes which may result in them 
passing close to the suspect device, or entering areas where there is a risk 
of being struck by glass or flying debris in the event of an explosion. 
 
In order that bomb evacuations can be carried out effectively, appropriate 
training for staff, according to their likely role during any incident, is 
essential and there must be regular practice drills. 
 
Pending the establishment of the Police cordon, where practicable, steps 
must be taken to ensure that no one arriving at the premises inadvertently 
enters any dangerous area. 
 
If this can be achieved without placing people at risk, staff should be asked 
to take personal belongings, especially mobile phones, plus the premises 
first-aid kits and any useful items, preferably pre-assembled in evacuation 
kits. 
 
On any particular evacuation, the Security Co-ordinator will use the routes 
that take people away from any place of danger as quickly and safely as 
possible. For each premise there must be at least two-evacuation assembly 
points (car parks should not be used), located far apart as practicable. 
These Assembly Points should be at least 500m from the premises, as this 
distance will put people beyond police cordons for most devices. However 
(in accordance with the Home Office Guidance) alternate assembly points at 
least 1km away may have to be considered (under advisement of the 
Police). 
 
At the Assembly Point, a check must be made that everyone has arrived 
there, and that all staff and visitors are accounted for, before anyone is 
allowed to leave the area. 
 
The transfer of staff into alternative premises that are provided with the 
necessary facilities should be considered as part of the overall evacuation 

plan, especially during inclement weather. 
 
The Security Co-ordinator or Deputy will only allow the building to be 
reoccupied when the Police have said that it is safe to do so.     
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Pre selected (internal) safe areas 
 
At some premises it may sometimes be safer to evacuate into a pre-
selected area within the building rather than going outside, where there can 
be a higher risk of serious injury or death from flying debris and blast 
should a bomb detonate inside the building. 
 
When selecting shelter areas, advice must be sought from a qualified and 
experienced structural engineer. You must also ensure that any such 
shelters are large enough to accommodate all those who might need to 
evacuate there. 
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Appendix D 
 
Searching 
 
Searches should only be initiated on the advice of the Police. 
 
The search (if authorised) should seek to: 
 
 Identify anything that should not be there; 
 Identify items or objects that cannot be accounted for, or are out of 

place; 
 Identify anything that could contain an explosive or incendiary device. 
 
Searches, whether routine, or instigated as a result of a suspected breach 
of security, or following a warning by telephone, must be carried out in a 
careful, orderly and systematic manner, adhering to search plans, and 
undertaken by staff teams who have received specific training and who are 
familiar with the premise or area being searched. 
 
It is unlikely that the Police will search the building themselves and there 
are very good reasons for this. For example, the Police would not be 
familiar with the layout of the floor or area, what goods and chattels 
should, or should not, normally be in the area! 
 
Searching will normally be initiated under the advisement of the Police and 
will be conducted by a team under the instruction of the premise Security 
Co-ordinator (or Deputy). 
 
Certain places, inside and outside, including the public access areas, 
evacuation routes and those likely to be used as assembly points, or bomb 
shelters, should be searched as a priority. 
 
Where search time is limited, priority must be given to the areas where the 
greatest number of staff or persons is at risk. 
 

If a suspicious object is found: 
 
DO NOT TOUCH OR MOVE IT! 
 
 If evacuation has not already commenced, clear the immediate area. 
 
 If possible leave a distinctive indicator near, but not touching, the 

suspect object.  
 
 



CS&CPU/ Terrorist threats / bomb threat procedures / revised June 2005. 21 

 Inform the search team leader or Security Co-ordinator. 
 
 The Security Co-ordinator or Deputy will implement the premise 

Evacuation Plan if advised to do so by the Police.  
 
 The location of the objects should be marked on a floor plan and this 

handed to the Police. 
 
 The person finding the object should be immediately available for 

interview by the Police. 
 
It must be remembered that sometimes more than one device has been 
left. 
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Further Guidance & Information 
 
Information contained within this document has been taken from the Home 
Office handbook ‘Bombs – Protecting People and Property’. 
This handbook is freely available from the Home Office website: 
www.homeoffice.gov.uk 
 
Reference should also be made to the L.B.T.H. guidance document – 
‘Dealing with suspect chemical or biological threats received via the post’. 
This document (along with ‘Dealing with Terrorist Threats’) is available on 
the L.B.T.H. Intranet. 
 
Further advice and information can be obtained from the Corporate Safety 
and Civil Protection Unit 0n 020 7364 4171 / 4181 / 4291. 
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